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Control Room Safety | SAFE WORK METHOD STATEMENT (SWMS)

TASK OR ACTIVITY: Control Room Safety
Business Name: ABN: SWMS#

bluesafe.

Business Address:

Contact Person: Phone: ECail:

THIS SAFE WORK METHOD STATEMENT IS APPROVAID BY THE PCii\l OF THEF*ROJECT

Under the Work Health and Safety Regulation (WHS Regulation), a person conducting a business or und

C is required to e hat a safe work method statement (SWMS) is prepared before
the proposed work starts.

Full Name:

Signature: Title: Date:

Details of the person(s) responsible for ensuring implementation, monitoring ell as reviews and modifications of the SWMS.

Full Name: Title:

| N

ALL PERSONNEL PARTICIPATING IN ANY ACTIVITYXON THIS $&MS M NARE OF ALL RELEVANT PERSONNEL WHO HAVE BEEN CONSULTED AND COMMUNICATED TO IN THE
HAVE THE FOLLOWING COMMUNICATED EVELOPMENT AND APPROVAL OF THIS SWMS

Safety meetings or toolbox talks will be sched
requirements to first identify any site hazards,

If an incident or a near miss occurs, all work must st diately. Depending
on the severity of the incident, a meeting will be called with all workers to amend
the SWMS if required. The meeting may also be an educational opportunity.

Any changes made to the SWMS after an incident or a near miss must be
approved by the Person Conducting Business or Undertaking and
communicated to all relevant personnel.

The SWMS must be kept and be available for inspection at least until the work is
completed. Where a SWMS is revised, all versions should be kept. If a notifiable
incident occurs in relation to which the SWMS relates, then the SWMS must be
kept for at least two years from the occurrence of the notifiable incident.
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CLIENT OR PRINCIPAL CONTRACTOR DETAILS

Client: SCOPE OF WORKS
Project Name:

Project Address:

Project Manager:

Contact Phone:

Date SWMS supplied to Project Manager:

ANY HIGH-RISK CONSTRUSION WOEK BEINGIGEKRIED OUT

[ involves a risk of a person falling more than 2 meters _1 is carried out on or near pressurised gas mains or piping

[J is carried out on a telecommunication tower carried out on or near chemical, fuel or refrigerant lines
[J involves demolition of an element of a structure that is load-beal ing [ is carried out on or near energised electrical installations or services
[ involves demolition of an element related to the physical integ [ is carried out in an area that may have a contaminated or flammable atmosphere

[ involves, or is likely to involve, disturbing asb [ involves tilt-up or precast concrete

[J is carried out on, in or adjacent to a road, railway, shipping lane or other traffic corridor
[ is carried out in or near a confined space [ is carried out in an area of a workplace where there is any movement of powered mobile plant
[ is carried out in/near a shaft or trench deeper th tunnel involving use of explosives [ is carried out in areas with artificial extremes of temperature.
[ is carried out in or near water or other liquid that involves a risk of drowning. [ involves diving work.

ANY HIGH-RISK MACHINERY OR EQUIPMENT NEARBY
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RISK MATRIX

LIKELIHOOD INSIGNIFICANT MINOR MODERATE MAJOR CATASTROPHIC HEIRARCHY OF CONTROLS
SCORE ACTION
ALMOST 3
CERTAIN HIGH HIGH
LIKELY 2
MODERATE HIGH Substitution
POSSIBLE 1 2 Review befo Replace the hazard.
LOW MODERATE work starts.
4 1 Ensure cont_rol
UNLIKELY Low Low MODERATE measures in
Engineering
RARE 1 1 2 3 3
LOW LOW MODERATE HIGH HIGH Isolate the hazard.

Notes on Hierarchy of Controls: Elimination methods are the most effective and preferre
is the second most effective method of controlling a hazard. Engineering by isolation is the
Controls by changing the work is the fourth most effective method. PPE (Personal Protective
method.

PERSYNAL FETECTIVE EQUIPMENT (PPE)
Select the appropriate PPEs\bov@@auitabléfior the equipment used or the job task being performed (if applicable).

FOOT HAND HEAD = FACE HIGH-VIS PROTECTIVE FALL SUN HAIR/JEWELLERY
PROTECTION = PROTECTION PROTECTION PROTECTION PROTECTION CLOTHING CLOTHING PROTECTION = PROTECTION SECURED

O O ]
Other PPE Required:

Permit or Licenses Requirements Mandatory Qualifications and Training
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JOB STEP POTENTIAL HAZARDS “ CONTROL MEASURES “

SPECIFIC WORK STEPS HAZARDS THAT MAY ARISE

« Unclear roles and responsibilities
« Unfamiliar emergency procedures

* Inadequate competence for control

Pre-start planning and room tasks 3H

induction
* Miscommunication between field and
control room

« Fatigue from extended shift work

» Unauthorised access to control
systems

« Security breach by visitoic _.

contractors
Control room access

and security « Trip hazards at entry and egress &I

« Blocked emergency exits

» Aggressive behaviour from upset
personnel

Version 2.5 Authorised by
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SPECIFIC MEASURES TO BE PUT IN PLACESTO ELIMINATE OR CONTROL THE RISKS RISK

« Conduct a pre-start meeting to define contra® Jom operational scope, responsibilities and
communication channels with field personr

« Verify that all control room operators hold rec. :es” _ences, competency assessments and site-specific
authorisations before commencing duty

« Brief all workers on emergeri. \orocedures, must. noipt® Liarm types and escalation pathways for
plant trips and process.tinsets

« Issue and expls® "a curre. Contr.. Room Ope: ions procedure and ensure all operators sign to confirm
they have reg® and underst d it 2M

« Impleshent a'i. aue mad gement rost. nat limits consecutive night shifts, maximum shift length and
minin| . xest bre. is4" ine with company policy

« Estal, st =ar line. »f authority for navigation and control functions, including who has final say on plant
start-ug, | shi. downs™ H overrides

Recorc ||l pla. =d work affecting the control room (maintenance, commissioning, shutdowns) in a
pe hit-tol rork oi ork management system

DO NC. llocate control room duties to uninducted or untrained personnel under any circumstances

» RCstrict access to the control room using keycards, coded locks or manned reception in accordance with
site security procedures

» Maintain a visitor sign-in register and require visitors to be escorted by an authorised control room
operator at all times

« Keep doorways, corridors and access paths clear of chairs, boxes, cables and equipment; remove any
obstruction immediately

« Inspect all emergency exits at the start of each shift and verify they open freely and are not locked or
blocked from either side

« Install CCTV coverage for control room entry points and ensure cameras are positioned to monitor 2M
access without creating blind spots

« Display clear signage at all entrances detailing access restrictions, PPE requirements and prohibited
items (e.g. food, drink, cameras) if applicable

» Develop and practice a response procedure for aggressive or threatening behaviour, including duress
alarms and security call-out numbers

+ DO NOT wedge fire doors or security doors open; ensure self-closing mechanisms are functional and
maintained in accordance with AS 1905

+ DO NOT allow visitors to handle control panels, navigation controls or consoles unless formally
authorised and supervised
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JOB STEP POTENTIAL HAZARDS “ CONTROL MEASURES “

SPECIFIC WORK STEPS HAZARDS THAT MAY ARISE AL SPECIFIC MEASURES TO BE PUT IN PLACE TO ELIMINATE OR CONTROL THE RISKS RESIDUAL

RISK RISK

« Set chair height so feet rest flat on the floor or a footrest and knees are approximately 90 degrees to
reduce lower back load

« Adjust backrest lumbar support to maintain tha¢ “ural curve of the spine and lock the chair tilt to a
comfortable, supported position

« Position primary monitors directly in front oi_ ' opera® "\ with the top of the screen at or just below eye
level and at approximately arm’s length

P t t . Lo . . .
oor seated posture « Arrange secondary monitor¢’ 2 a semi-circle so" =rators ca® ‘otate their torso rather than twisting their

« Prolonged static sitting neck excessively
Ergonomic workstation

setup « Repetitive keyboard and mouse use 2M « Provide adjustabla d des. where practicable’and encourage operators to alternate between 1L

» Neck strain from multiple monitors sitting and stangfy tasks

« Schedule .. »a-breaks of -5 minute. =1 'y hour to stretch hands, shoulders, neck and back,

* Glare from lighting and screens docurhated in hal proed .ures

« Adju. \« hient li_ g and monitor brightness to minimise glare and reflections; install anti-glare
screen if i huired

« Provia, ergc. »mic ke ‘oards and mice (e.g. split keyboards, vertical mice) for operators who report
‘=comf¢ or ec_ xsigns of strain

DO QY stack monitors or equipment on improvised stands such as boxes or loose items; use purpose-
‘ssignec. onitor arms or risers complying with load ratings

« Alarm overload

« Critical alarm missed
Screen, console and

alarm design « Confusing screen layouts 3H

« Inadvertent activation of controls

« Visual fatigue from high screen density

N
=<

Version 2.5 Authorised by Review # Date of Issue: Review Date: 5


https://bluesafeonline.com.au/product/control-room-safety-swms

Order Online

bluesafe.

JOB STEP POTENTIAL HAZARDS “ CONTROL MEASURES “

SPECIFIC WORK STEPS HAZARDS THAT MAY ARISE "\'ggﬁl' SPECIFIC MEASURES TO BE PUT IN PLACE TO ELIMINATE OR CONTROL THE RISKS REE:?EAL

- € e o
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N
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« Incorrect navigation command

« Loss of situational awareness
Navigation and control

. « Simultaneous conflicting instructions 4A
operations

« Data misinterpretation from sensors

« Latency in remote control response

» Radio communication fai.. <

« Misheard instructions
Control room

s 2M
communications

 Language and accent barriers 3H
 Simultaneous radio transmissions

« Information overload during incidents
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JOB STEP POTENTIAL HAZARDS “ CONTROL MEASURES “

SPECIFIC WORK STEPS HAZARDS THAT MAY ARISE "\'ggﬁl' SPECIFIC MEASURES TO BE PUT IN PLACE TO ELIMINATE OR CONTROL THE RISKS REg:gEAL
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« Electrical shock from consoles v

» Overloaded power boards n_
Eleqtncal and » Unsecured cabling 3H 2M
equipment safety

« Unapproved portable appliances

. N

* Inadequate ventilation
IEnwronr'nentaI'and * Noise from alarms and machinery 2M 1L
indoor air quality

* Low humidity affecting electronics
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JOB STEP POTENTIAL HAZARDS “ CONTROL MEASURES “
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« Fatigue-related error

* Microsleeps during monitoring
Shift work, fatigue and

wellbeing 2M

» Reduced vigilance on night shift 3H
« Stress from high alarm load

« Eye strain from continuous screen use

» Contact with live electrical parts

« Entanglement with moving machinery
Setup controller in

i 3H
machine room

« Falls on uneven machine room floors 4A
« Dropped tools on sensitive equipment

* Noise exposure from running plant
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JOB STEP POTENTIAL HAZARDS “ CONTROL MEASURES “

SPECIFIC WORK STEPS HAZARDS THAT MAY ARISE "\'ggﬁl' SPECIFIC MEASURES TO BE PUT IN PLACE TO ELIMINATE OR CONTROL THE RISKS REE:?EAL
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* Exposure to manufacturer chemicals or

Ny 1

* Incorrect wiring connections
« Electrostatic discharge to electronics

Installing and « Controller configuration errors

Y 4A
configuring controllers

« Unexpected equipment start-up

* Unintended equipment movement

* Process upset during testing
Commissioning and

. « Incorrect interlock behaviour 4A
testing controllers

3H
* Loss of control system redundancy

* Network or communications failure
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JOB STEP POTENTIAL HAZARDS “ CONTROL MEASURES “

SPECIFIC MEASURES TO BE PUT IN PLACE TO ELIMINATE OR CONTROL THE RISKS

SPECIFIC WORK STEPS

Normal control room
operations

Emergency response
and evacuation

Version 2.5

HAZARDS THAT MAY ARISE

« Failure to detect deviation

« Complacency during routine work
* Manual override misuse

« Inadequate shift handover

« Data entry errors in logs

* Delayed emergency shutdown
* Panic during evacuation

« Entrapment in control room

* Exposure to fire or smoke

* Loss of command and control

Authorised by

INITIAL

3H

3H

RISK

Review #

Date of Issue:

Review Date:

RESIDUAL

2M

2M

RISK
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JOB STEP POTENTIAL HAZARDS “ CONTROL MEASURES “

SPECIFIC WORK STEPS HAZARDS THAT MAY ARISE "\'ggﬁl' SPECIFIC MEASURES TO BE PUT IN PLACE TO ELIMINATE OR CONTROL THE RISKS REs:gEAL
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review
« Software obsolescence

« Undetected equipment faults

» Outdated procedures

« Learning not captured from incidents
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EMERGENCY RESPONSE - CALL 000 FOR EMERGENCIES

Ensure to have an Emergency Management Plan in place as well as adequate numbers of trained first aid staff with easy access to fully stocked first aid kits, rescue equipment, material safety data sheets,
adequate access to emergency communication equipment and fire-fighting equipment suitable for all classes of fire and ignition sources.

LEGISLATIVE REFERENCES

RELEVANT LEGISLATION AND CODES OF PRACTICE. DELETE THE LEGISLATIVE REFERENCES

Queensland & Australian Capital Territory Victoria
Work Health and Safety Act 2011

Work Health and Safety Regulations 2011 3
Legislation QLD: https://www.worksafe.qld.gov.au/laws-and-compliance/work-health-and-safety-laws i : : safe.vic.gov.au/occupational-health-and-safety-act-and-
Codes of Practice QLD: https://www.worksafe.qgld.gov.au/laws-and-compliance/codes-of-practice
Legislation ACT: https://www.worksafe.act.gov.au/laws-and-compliance/acts-and-regulations
Codes of Practice ACT: https://www.worksafe.act.gov.au/laws-and-compliance/codes-of-practice

New South Wales

Work Health and Safety Act 2011

Work Health and Safety Regulations 2025

Legislation NSW: https://www.safework.nsw.gov.au/legal-obligations/legislati
Codes of Practice NSW: https://www.safework.nsw.gov.au/resource-library/li

Work Health and Safety Act 2020

Work Health and Safety Regulations 2022

Legislation Western Australia: https://www.commerce.wa.gov.au/worksafe/legislation
Codes of Practice WA: https://www.commerce.wa.gov.au/worksafe/codes-practice

Safe Work Australia Links
Law and Regulation (All States): https://www.safeworkaustralia.gov.au/law-and-regulation
Model Codes of Practice: https://www.safeworkaustralia.gov.au/resources-publications/model-

codes-of-practice

Northern Territory
Work Health and Safety (National Uniform Legislation) Act 2011
Work Health and Safety (National Uniform Legislation) Regulation
Legislation NT: https://worksafe.nt.gov.au/laws-and-compliance/wd
Codes of Practice NT: https://worksafe.nt.gov.au/fo

Model Codes of Practice
South Australia

Work Health and Safety Act 2012 (SA) - Managing noise and preventing hearing loss at work

- Confined spaces

Legislation for SA: https://www.safework.sa.gov.au/resources/le, i - Labelling of workplace hazardous chemicals

Codes of Practice for SA: https://www.safework.sa.gov.au/woré faces/codes-of-practice#COPs - Managing risks of hazardous chemicals in the workplace
- Welding processes

Tasmania - First aid in the workplace
Work Health and Safety Act 2012 - Managing the risk of falls at workplaces
Work Health and Safety (Transitional and Consequential Provisions) Act 2012 - Hazardous manual tasks
Work Health and Safety Regulations 2012 - Managing the risk of falls in housing construction
Work Health and Safety (Transitional) Regulations 2012 - Managing electrical risks in the workplace
Legislation for TAS: https://worksafe.tas.gov.au/topics/laws-and-compliance/acts-and-regulations - Demolition work
Codes of Practice for TAS: https://worksafe.tas.gov.au/topics/laws-and-compliance/codes-of-practice - Excavation work
- Work health and safety consultation, cooperation and coordination
Details of permits, licenses or access required by regulatory bodies (add or delete as required): - Managing the work environment and facilities
- How to manage work health and safety risks
- Permits from local council - Managing risks of plant in the workplace
- Authorisation to commence work - Construction work

- Any required documents.
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SIGNATORIES OF THE SAFE WORK METHOD STATEMENT

The signed and dated personnel listed below have cooperated in the consultation and development of this Safe Work Method Statement which has been approved by the Person/s Conducting a Business or
Undertaking (PCBU). In signing this Safe Work Method Statement each individual acknowledges and confirms that they have read this SWMS in full, having raised any questions for items on this Safe Work
Method Statement that require clarification, and confirms that they are competent, skilled and knowledgeable for the task assigned to them. Every person acknowledges that they have received the relevant

training and qualifications where required, before carrying out any work contained in this Safe Work Method Statement. By signing this Safe\Work Method Statement each individual agrees to work safely, to
follow any safe work instructions which are provided, and agrees to use all Personal Protective Equipment where appropriate.

T T o

The SWMS must be reviewed regularly to make sure it remains | ‘ective’ »d must £ xeviewed (and
revised if necessary) if relevant control measures are revised. The | view px shoui. e carrled out in
consultation with workers (including contractors an® _Gc' Untractors| tha® ay be <. ‘eted by the operation

of the SWMS and their health and safety repres
workplace.

“itatives who repres.  ed that work group at the

When the SWMS has been revised the PCBU nic"Ciisure that|  pelons involved with the work are
advised that a revision has been made and how they can acces’ ne revised SWMS, including all persons
who will need to change a work procedure or system as a rea® . of the review are advised of the changes in
a way that will enable them to implement their duties -ently with the revised SWMS. All workers that
will be involved in the work must be provided with the relevant information and instruction that will assist
them to understand and implement the revised SWMS.

REVIEW NUMBER 1 2 3
NAME
INITIALS
DATE
Version 2.5 Authorised by Review #

The SWMS must be monitored regularly for the effectiveness of ensuring hazard controls are
effective in reducing the risk of incidents, keeping the workplace safe for all personnel. The
person responsible for monitoring the effectiveness of the Safe Work Method Statement should
employ a multi-faceted approach which includes but is not limited to:

1. Spot Checks.
2.  Consultation with workers, contractors and sub-contractors.
3. Internal audits on a continual basis.

An approach of continuous improvement, promptly recording inconsistencies or deficiencies,

followed up by immediate corrective action and consultation with all relevant personnel ensures
that the PCBU is consistently developing ever-improving systems of safe work principles.

4 5] 6 7
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SAFE WORK METHOD STATEMENT REVIEW CHECKLIST

This Safe Work Method Statement Review Checklist is to be followed and used upon initial development of the SWMS to help ensure that all steps have been adequately taken before work commences.
Think of this document as an internal audit review checklist before commencing work, and may form part of a Toolbox Talk (safety meeting) and may be used as an opportunity for education and training.

ITEMS WHICH MUST BE INCLUDED IN THE SWMS COMPLETED I COMMENTS

The company details have been entered, including the project name and address.

All relevant personnel consulted during the development of the SWMS.

Name, signature, position and date signed of the person approving the SWMS.

Specific personnel and qualifications, experience is noted in the SWMS.

Provides a step-by-step process of tasks required to carry out the activity or task.

Adequate risk assessment of any identified hazards has been completed.

Foreseeable hazards are identified and documented for each step.

Any hazards listed in any site risk assessments have been added to the SWMS

SWMS initial risk (IR) column as well as residual risk (RR) columnr mpleted.

Check control measures added to the SWMS are the most effectiv| selec.. =

Responsible person is assigned and listed on the S* or the imp mes® “uon'c._ matrol measures.
Permit or licenses requirements specified, sug” as Hot Work, Electric  Work, Work at Heights etc.
SWMS identifies plant and equipment to be usc

Details of inspection checks required for any equipment listed 2° noted on the SWMS.

Describes any mandatory qualifications, experience, .. .y or skills required to perform the work.
Applicable personal protective equipment is selected on the SWMS.

Reflects and documents any legislative references and/or Australian Standards.

Identifies any hazardous substances used with specific control measures in line with any SDS.

REVIEWED BY

SIGNATURE

Version 2.5 Authorised by Review #

DATE REVIEWED

DATE COMPLETED
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