Site Security Mcnz.geiment
Plan

Version Authorised by Review # Date of Issue: Review Date: 1


https://bluesafeonline.com.au/product/site-security-management-plan

Blue Safe Order Online

ONLINE <= oy
Table of Contents

PUIPOSE @NA SCOPE ..oveeiiieceeeeee et e e e 4
References and Applicable Legislation ..., 4
D= T a1 4o 1 S 5
Roles, Responsibilities and Consultation ..., 5
ReESPONSIDIILIES ...vueeeeice e 5
Consultation and Communication.............ceeeeveed i 6
Security Risk Management...........ccccccviiieeiceend i 7
Security Risk Assessment ... 0 e i 7
Security Risk Assessment CheckIist ................cocceiiil fiiis 7
Hierarchy of Control for Security Risks... ..o e, 7
Site AcCess CoNtrol...........eeeevveee i e e 8
Perimeter SECUNitY.........cccccccld i e 8
Entry and Exit Points....... 00 8
VISItor ManagemeEnt ... ... i e 9
ATEEr-HOUIS ACCESS £ i e i ittt ettt e e 9
Protection of People (Work s, Contractors, PUDIC) ............uuvviiiiiiiiiiiiiiiiiiiiiiinnes 10
Public Interfac. &' !nauthonsed Persons.........oooovvvviii 10
Occupational Vic xnc’ and AQGreSSIiON .........ceeeveeeiiiiiiiiieiiiiiiieeeeeeeeeeeeeeeeeeeeeeeens 10
Protection’_.Assets (i ant, Tools, MaterialS) ..............uuuvuiimiiiimiiiiiiiiiiinennns 11
Plant and E« apmi At SECUNILY ..oooeeeeeeeeeeeeee 11
Tools and Small F JuipmeNt...........coiiiiiiiicee e 11
Materials ana Hazardous Substances............ccccooiii 12
Information and Cyber Security 0N Site...........uuuiiiiiiiiiiiiiiiiiis 12
Security Signage and CommUNICAtION ...........oooiuiiiiiiiiiee e 12
S {o g F= Lo = T PP EPRPPR PP 12
Worker Information and Training ...........ccccooouemmimiiiieees 13
Integration with Traffic Management ................ouieiiiiiiiiiiiiiiis 13
Lighting and SUrveillancCe................uuuuiiiiiiiii e 14
IR0 )1 T T 14
Surveillance and MONItOFING .......coiiiiiiiiiiie e 14

Version Authorised by Review # Date of Issue: Review Date: 2


https://bluesafeonline.com.au/product/site-security-management-plan

Keys, Access Cards and COAES.......coovviiiiiiiiii e 14

Remote, Isolated and MiniNg SIteS ........oovviiiiiiiii e 15
Incident Reporting and RESPONSE........oiviiiii i 15
Reporting Security INCIAENtS..........oooviiiiii e 15
Incident INVeStIGation. ........ccoo oo 16
Emergency Management Interface ................uuviiiiiiiiiiiiiiiiiiiiiiiiiiii 16
Inspections, Monitoring and REVIEW ............oiiiiiiiiii e 17
Routine Security INSpections...........cceeiiiiiiiciicd o 17
Performance Monitoring and Review............£ ool o 17
Project-Specific Security Details ...............euvvveeeeit Wil s 18
Site DetailS......ccovviiiiiiiiiiiiiie e 18
Security Contacts..........cceeeeiiiiiiiiiiiiiiit D 18
Security Features Summary...... 4. e 18
Site-Specific Security Risks art L CoNtre 5. 18

Version Authorised by Review # Date of Issue: Review Date: 3


https://bluesafeonline.com.au/product/site-security-management-plan

Order Online

[ o~

Purpose and Scope

This Site Security Management Plan (SSMP) sets out the arrangements,
responsibilities and procedures that [Company Name] will implement to manage
security risks at worksites. It is designed for use on:

. Building and construction projects (commercial, residential, fit-outs)

. Civil construction and earthworks (roads, bridges, subdivisions, bulk
earthworks)

. Fencing and perimeter works
. Mining and resources projects (greenfield ang orownfield sites)
The objectives of this plan are to:

. Identify and control security risks that may afic. work/ zalth and safety
(WHS)

. Prevent unauthorised access to ha-. Jous areas/ plant, and materials

. Protect workers, visitors, contr="_.c_ nand . ¢ .olic from security-related
harm

. Safeguard equipment, tools, . 2te: als and information

. Support compliance witi v 'S legic tion, client requirements and site
conditions of entry

This plan applies to all w' ww==._conu actors, subcontractors, labour hire personnel,
consultants and visitors eny »ed vy | >mpany Name] or working under its
management or control on the ¢ '~

References a1 d , . i'cable Legislation
This Site Secuirity Man< ement Plan should be read in conjunction with:
. We k Healt'"nd & ifety Act and Regulations (jurisdiction-specific)
« Cou " JrPracti e relating to:
— W2 dealth and Safety Consultation
— Managing Risks of Plant in the Workplace
—  Construction Work
—  Excavation Work
*  Australian Standards (as applicable), for example:
—  AS 3745 Planning for emergencies in facilities

— AS/NZS 3012 Electrical installations — Construction and demolition
sites

—  AS 1725 Series Chain-link fabric security fences and gates
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— AS 4801 /1SO 45001 Occupational health and safety management
systems

. Client-specific security requirements and Principal Contractor Site
Management Plans

. Project-specific Traffic Management Plans, Emergency Management Plans
and Safe Work Method Statements (SWMS)

[Company Name] will ensure that this plan is consistent with, and does not conflict
with, any Principal Contractor or mine operator security arrangements.

Definitions

For the purposes of this plan:

. Site — Any workplace under the manageme. »or Control/ ,f [Company Name],
including building sites, civil works areas, comp. »ads( .aydown yards,
workshops and mining leases.

. Security — Measures to prevent unau. ~rised ar’ ess, damage, theft,
sabotage, violence or other crire™ hactivic, th2' may impact WHS, property,
or operations.

. Restricted area — A locatior. “hers access is controlled due to specific
hazards, sensitivity or ¢/““ical op< >tions (e.g. excavations, live services, plant
operating zones, explosi 2. magaz. s, fuel farms).

*  Access control — Systems :nd p. ycedures used to manage who can enter
the site or specifi’ -~ Zmmpana \nder what conditions.

. Visitor — Any person w. ».is not a worker or contractor, including clients,
regulators, £ '*ars, supplic's and members of the public.

«  After-hours - Any/.me when normal site operations are not taking place and
reduced superv. ‘on is in effect.

Roles, Resrsiiilities and Consultation

Respons.ilities

Clear responsibiiiucs are critical to effective site security. The following table can be
completed and maintained for each project.

Role/Position Security Responsibilities Contact Details

Typical responsibilities include:
. Directors / Senior Management

— Approve and resource security arrangements.
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—  Ensure this plan is implemented and reviewed.

—  Support enforcement of security rules and disciplinary processes.
. Project Manager / Site Manager

— Implement the Site Security Management Plan.

—  Ensure security risks are assessed and controls are in place.

—  Coordinate with Principal Contractor, client, mine operator or facility
management on shared security controls.

—  Ensure all workers and contractors are /nducted into site security
requirements.

*  Supervisor / Leading Hand
—  Enforce access control and security piv. 2dure< on their work areas.

—  Monitor for security breaches (e.g. open gates, missing locks,
unauthorised persons).

—  Report and respond to< _cc 'y incic 2’ 5> and near misses.
Workers and Contractors
—  Follow all site seaurity p..~ 2dures and directions.
—  Secure tools, plar. ar. »matenials under their control.
—  Challengesand repor. 1nauwnorised persons where it is safe to do so.
— Immediately v »ort losteys, access cards or passes.
. Security P7 "nmnel (if eng aged)
—  Provi¢ \gu7 d, patrol and monitoring services as per contract.
- jontrol € ‘ry and exit at gates.
Re® Lic isivor and contractor movements.

— " Respor . to alarms and security incidents.

Consultation and Communication

[Company Name] will consult with workers and Health and Safety Representatives
(HSRs) about security risks and controls, particularly when:

. Establishing or changing security arrangements

. Introducing new plant, equipment or materials with security implications
(e.g. fuel, explosives, high-value plant)

. Planning out-of-hours work or shutdowns
Security issues will be discussed at:
. Pre-start meetings and toolbox talks

+  Site WHS committee meetings
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